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I. POLICY [11.5.1][41.3.7(3A)]

The introduction or installation of unauthorized or unlicensed software, whether
online or offline, into components of the computer system of the Acton Police
Department is not allowed without express authorization from the Chief of Police
[11.5.1][41.3.7 (3B)].

Data disks and computer software from a non-secure source could corrupt the
agency’s computer system; therefore, security protocols must be established to address
both situations. Security Protocols are determined by the IT Department for the Town
of Acton. Components shall be considered to be any computer equipment owned,
operated, and/or maintained by this agency and shall include, but are not limited to,
desktop computers, laptops, tablets, cellular phones, and Mobile Data Terminals
(MDTs) [41.3.7 (1A-1D)].

The electronic data and information contained within the Department’s information
management systems are proprietary in that they shall not be manipulated, copied,
transferred, or downloaded to external or removable storage devices, such as but not
limited to, Discs, CDs, DVDs, thumb drives, or other storage devices without express
authorization from the Chief of Police or his designee in his absence [11.5.1]

[41.3.7(3C)].

The transferring of information from any source, including online sources, is prohibited
without express authorization from the Chief of Police or his designee in his absence.

All Employees should familiarize themselves with the Department’s Social Media Policy
(4.20) and the Town of Acton Electronic Systems Equipment Acceptable Use Policy.
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